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Introduction

The Importance of Rights
and Their History -m

For centuries, ordinary citizens, across the world, have been caught between
the excesses of both private companies and governments. In this tussle,
what protects citizens are inalienable human rights. So, it would not be
far-fetched to say that a dominant part of civilisational history has been the
struggle for justice and rights. Issues that we take for granted today, such

as defined working hours and weekends, laws against unfair termination by
companies, or arbitrary use of force, detention, surveillance or violence by
the government, have emerged out of years of unrest, protest and negotiation
by politicians, activists and thinkers. These crusaders for rights have also
ensured access to education, universal suffrage, and freedom from slavery,
among other benefits.

These rights are enshrined in constitutions. The Indian Constitution, for
instance, guarantees democracy and all that it means: equality, fraternity,
liberalism and justice, to name a few principles. These are enforced and
implemented by different agencies across the country and accessibility for
all citizens without any discrimination is ensured. Functioning and efficacy,
though, remain issues of contestation between citizens, companies and the
state.

But would a version of these rights transition seamlessly
into any other world we choose to construct, imagine or
devise?
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Over the past thirty years, with the penetration of the internet across

the globe, a new digital world has come into being. Billions of users log in
every day from their devices to buy things, find love, meet friends, share
information, study, access government services — among many other
activities. All the ways of being that were part of our ‘offline’ lives, have
slowly and irrevocably moved online. But is this ensuing world fair? And is it
equitable? In response to these concerns a new struggle has emerged.

Yet again there is an urgent need to recognise, draw up and enforce a new
category of human rights. But what do these rights look like? The interactions,
ownership and construct of the online world are rather different from its
physical counterpart.

There is a greater need to enforce stringent and clearer rights for the

online world because of the sheer likelihood of violation. The internet is
fundamentally altering the way we communicate, especially with rapid
improvement in technology, from devices that can bring about so much more
harm to our rights. Ranging from access issues stemming from simply being
switched off to access being deliberately blocked or denied, and surveillance
and privacy concerns, the internet is a human rights quagmire.

There is little or no doubt that the internet is broken. It is broken in some
very fundamental ways: the internet is now controlled by a handful of large
companies who operate with little or no government oversight, it is a cesspit
of hate, vitriol and harassment, through it elections have been rigged and
influenced, fake news has been spread for self-gain, and it has strengthened
authoritarianism across the world. But was it supposed to
be like this?

No.

\¢

Several visions of the internet abounded in the early
" 1990s but there was a general consensus that it would



not be subservient to government legislation or corporate greed. John Perry
Barlow, in his manifesto, A Declaration of the Independence of Cyberspace,
imagined the internet as a space open to all, a level playing field. It was to

be a place where thought was free, access not bound by wealth and social
status, and laws curbing the freedom of the people were not imposed by
governments.

Barlow died in 2018, having witnessed the internet transform into something
radically different from his vision. A brilliant exposition of what Barlow’s
vision could have bloomed into is depicted in the film, Ready Player One.

The movie not only encapsulates the ethos of a decentralised internet that is
for the people and by the people, but also brilliantly showcases the upending
of this conceptualisation: today it is owned by large faceless monopolies,
operating out of the richest countries such as the United States, China and
nations in Europe. These corporations control large parts of ‘how’ we use

the internet — from the technology to the platforms that enable users to
search for information or make purchases online and the devices that run the
software.

Each of these companies not only becomes the manufacturer of software,
applications and technology but also the storage centre of extremely complex
systems of user data. This disparate information on the usage patterns of
individual users and their online presence, their tastes and preferences is a
valuable repository of data that these companies have time and again tried to
monetise.

There have been attempts to challenge the monopolisation of information in
the United States, where ‘antitrust’ cases have been brought against some of
the biggest internet companies such as Microsoft, Apple, Google
and Amazon, to name a few.

These companies do not consider that they owe it to the people
to implement human rights. They profit from the absence of these
rights and in many cases also become judge and jury for violations
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of free speech. They are driven by profit margins
and fall prey to pressure exerted on them by
government agencies.

They hoard a humongous amount of personal

data: details from a person’s calls, the sort of food
they like, their favourite music — everything about them. When they have a
full profile, all the information can be monetised to sell the person products,
to push a certain type of content and ultimately to influence political voting.

This privatisation of all essential functioning and infrastructure is further
aggravated by the rise of government surveillance technology. This new type
of governance has frightening repercussions, the most important of which is
the loss of personal freedom and rights.

Government control amounts to different things in different societies. In the
Global South, in developing nations like India, the government can turn off the
internet, curb its use, enforce laws that hamper freedom of speech, prevent
protests and obstruct democratic functioning.

The internet is playing an increasingly important role in our everyday lives.
Many people use it daily to buy goods online, connect through social media
platforms, and share data; they also use it to access government services
quickly. As aresult of this reliance on technology, many actions, interactions
and activities that were previously solely offline can now be carried out
virtually. However, with the growing use of the internet, it is imperative that
focus be directed towards the need for rights to protect citizens and internet
users in the digital world. These are essential for securing individuals’
security, autonomy, and dignity with respect to technology.

Obviously, the internet presents a larger scope to discuss human rights.
And necessary steps must be taken to regulate how the internet operates
and evolves to ensure that it safeguards every human right. Internet usage,
duties and responsibilities online need to be realised through a rights-based
approach.

Digital Rights are Human Rights: A Ready Reckoner 7



These rights encompass:

Right to privacy

9) Right to freedom of expression

Right to access to information

Right to engage in cultural and
social activities online

Right to social justice

Inclusionary governance

R Right to life, liberty and security

Right to diversity

.4
::: Net neutrality

=g Standanrds and regulations >
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Why do we need digital rights?

A new world — new rights, and a way to stop the
steamroller that is technological advancement

We find ourselves inexorably entering a new world altogether — which, like
a spider’s web, will keep everyone everywhere connected, with the easy
transfer of information.

But where did what was originally imagined disappear?

“[Internet is] an — open platform that would allow everyone, everywhere to
share information, access opportunities, and collaborate across geographic
and cultural boundaries. It was seen as a space that would enable human
rights” — Tim Berners-Lee, The Guardian

Berners-Lee, creator of the World Wide Web, developed many of the
principles still in use today. The Web grew out of necessity and as a tool for
many, becoming a key enabler driving globalisation. Naturally, the nature of
the internet changed, drifting away from the ideas of openness, transparency
and universal access that underpinned Berners-Lee’s and Barlow’s founding
vision.

The internet was founded on democratic principles such as inclusion,
accessibility and universality. However, today, the internet is under siege
by government and private stakeholders. The power struggle is expansive
and intense; everyone wants a piece of the internet pie. Thus, to
ensure that users can navigate the space fairly, there emerges
the need for digital rights.

Digital rights are human rights, and it is imperative that people
understand how technology is shaping our rights — for better
or worse. We must evoke public consciousness about how
companies, governments and tech giants use our data. We must
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raise the question of whether our data is being handled ethically and who has
ownership of our personal data. But, first, what is personal data? We must,
equally, also have an understanding of what constitutes personal data. Simply,
any information that can be related to an identifiable or identified individual
such as a name, a number, an address, an email address, an IP address, a
cookie identifier, and so on constitutes personal data.

B

1. Right to Access to the Internet

The internet is indispensable to the way we interact with the world today.
What seemed like a fancy toy just about a couple of decades ago is now
ubiquitous: it touches every part of our lives from how we stay in touch
with our friends and families to how we gain access to public services.
However, despite the growing importance of the internet, access to it
remains unequal with a large number of people belonging to socially and

economically disadvantaged sections such as minorities, the aged and

women having less access. According to a recent Oxfam report, India’s
urban population has far better access (44%) to the internet through any
kind of device than its rural counterpart (17%). [Oxfam India, 2022] The
report identifies how various sectors like healthcare, education and finance
have undergone rapid digitisation during the pandemic but the digital divide
hasn’t decreased and, rather, has increased.

The first step towards securing digital rights relates to access. Internet
access should not be impacted by socio-economic status and should be
made affordable, fast and easy for all. The quality of service should also be
in line with the rate of innovation, as unequal access to quality can further
deepen existing inequalities. This means that all citizens of the country
should have access to high-quality internet.



The internet can be likened to a children’s playground, a facility ostensibly

supposed to be available for all. But some children do not have a playground
near their homes or do not have the resources to go there.

Is that fair? Shouldn’t everyone have an equal chance to play and learn?

Similarly, everyone should be able to use the internet, no matter where
they live or how much money they have. If some people cannot use the
internet, they might be unable to learn new things, talk to their friends,
or do important things like paying bills or getting information from the
government.

The centrality of the internet to our lives and its role regarding basic
amenities and rights such as those relating to education, free speech, access
to government services and others is indisputable.

Activists, public policy professionals and think tanks have long argued
for aright that would ensure ‘digital equity’ that is all-encompassing —

comprising a series of rights around the built and digital infrastructure,
skilling and technical know-how and the social, identity-based needs of
citizens. The right to access the internet has several parameters that enable

the internet’s uninterrupted functioning for all. These must be understood
as changing standards of what defines the ‘components of the internet’.

A. Quality of Service

The definition of ‘quality of service’ changes with time, especially when
it comes to technology. This rapid advancement must be available for all
internet users across the country.

Quality of service can be understood as akin to the management of a complex
road network in a small town.
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Imagine the early days of your own city; it had only one narrow road, cycles,

a few shops and a small population. As the city grew, its road infrastructure
did too: kutcha roads became pucca, and eventually tarred, and now whenever
new technology is introduced in road building and maintenance, the road
gets relaid. Similarly, with cars, engine standards were improved, passenger
safety was regularised and emission norms set. These definitions set what
users considered the standards of a good car. As the years passed, every time
there was an improvement in car technology, in road paving and in traffic
management, supporting infrastructure needed to be implemented.

Similarly, when policies for the internet and broadband were first formulated,
there were only 50,000 users in India. By 2006, there were 14,00,000 and
now in 2023, there are nearly 70 crore internet users in India. The policies
need to evolve to keep pace with technological upgradation and a larger

user base. Even the definition of the internet changes; in 2006 an internet
connection was an ‘always-on connection’ that gave you a minimum of 250
kbps, but now in 2023 an internet connection has a minimum speed of 2 mbps.
Upgradation of definitions and infrastructural requirements are regularly
needed so that the quality of access for users remains top-notch.

Now that you know this, would you accept being given less?

Quality of access is important for understanding that rural areas deserve
infrastructural improvements that assure a minimum speed of 2 mbps, ensure
uninterrupted access, and provide a variety of choices for users. And, as and
when there is fresh technological innovation, it should get implemented
across the country without bias or discrimination.

B. Digital Inclusion

While the digital divide is the problem, and digital equity the goal, digital
inclusion is the process. Digital inclusion involves incorporating a rights-based
approach in the design and usage of digital technologies within society. A
rights-based approach means that technology use, advancement and access
focus on those segments of society that live on the margins or have been

12
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historically disadvantaged.

Digital inclusion forces developers and technology companies to view the
world from the intersections of identity, from the perspectives of historically
disadvantaged communities and how their pasts have affected their ability to
use, understand and be included in the digital economy.

The most visible articulation of the problems arising out of the absence of
digital inclusion is the digital divide, which shows up in clear-cut binaries of
urban/rural, old/young or rich/poor.

C. Marginalised Groups

The digital world has inherited several of the problems of the offline world, the
most important being poverty and historical discrimination across caste, class
and gender. Cell phones, internet connections, and other things related to
online infrastructure are expensive and hence inaccessible. Millions of people
across the country and the world do not have access to this lifeline, because

of their inability to make money, owing to disabilities, and / or their gender —
amongst other forms of exclusion.

According to the Oxfam report referred to earlier, only 32% of women in India
own phones, of whom fewer own phones with internet access. Meanwhile,
60% of men own smartphones. This draws a great divide between the ability of
women and men to use ‘internet technologies’. This ‘digital divide’ has serious
outcomes such as widening income inequality and depressed productivity.

As technological devices need to be used by the widest possible audience,
they are built to be general in nature. However, this has inadvertently created
layers of exclusion.

Consider how difficult it is for the old to use technology, to learn and
remember the functioning of every small component of it, and, on the other
hand, how easily the young use mobile phones. Equally, those who do not know
English, Hindi and certain other languages will not be able to use the internet
or a phone in the same manner and with the same ease as those who can.
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This is especially true for people who already have a difficult time because
of factors such as where they live, what language they speak, or what they
look like. They might not have the same opportunities or chances to use the
internet, which can make their lives even harder.

Hence, the avowed goal is to ensure that everyone has equal access to the
internet, so that they can use it to learn new things, make friends, build

collaborations, do cashless transactions, and even get employment.

How can internet access be made equitable?

To address this, special attention must be paid to the needs of marginalised
groups, including ethnic, linguistic, and sexual minorities — thus ensuring
digital and social inclusion.

How can the internet be made inclusive and accessible?

Case Study

According to a UNICEF report, nearly 90% of all jobs in the world have a digital
component. This means that even without a deeper understanding of how the internet
functions, access to internet jobs can be achieved with greater know-how. [UNICEF, 2021]

By ensuring everyone has a chance to use the internet, we can help make the world a
better place for everyone. Here's how we can possibly address the digital divide and
contribute to a safer, more equitable internet:
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Rework the cost-to-quality ratio for internet access with more standardised or
affordable pricing

Establish better access to devices that help connect to the internet

Ensure that internet access is not barred based on religious, ethnic, caste, class, sexual,
gender and other political identities

Better inclusion or diversification of stakeholders who are facilitating internet services
with organised mentorship, education and sponsorship

Safer digital practices like using a password manager, using a VPN, using more secure

messaging apps

Specially designed and easy-to-use apps for the elderly

D. Gender Equality

There is a gap in women’s and girls’ adoption or use of the internet or
technology compared to men and boys. This gender digital divide has biases
coded in technology-related literacy, digital products and their access.
Access to the internet and devices that run it is important for information,
healthcare, education, financial services and income-generation
opportunities.

In the recent past, the Covid-19 pandemic has proved the indispensability

of the internet. At the same time, it has also highlighted the yawning digital
divide, as those without access to the internet or mobile internet are at risk of
being left behind.

According to the National Family Health Survey (2019-21) report, over 53.9%
of women in India own mobile phones while 22.5% use them for financial
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transactions. India accounts for half of the world’s gender digital divide with
only one-third of internet users being women.

If the gender digital gap is not addressed, women will be deprived of the
internet’s potential related to healthcare, education, work, job opportunities
and financial independence. For instance, this gender digital gap may also
affect women-helmed businesses, which are often restricted to low-tech
and low-revenue sectors such as food and handicrafts, which offer limited
prospects for expansion due to entrepreneurship challenges.

India’s gender digital gap stems from three main factors: the rural-urban
divide, the income-based divide, and social norms. Rural women are less likely
to own mobile phones, while low-income households may struggle to afford
data costs. Additionally, social norms around women'’s conventional roles

and caregiving responsibilities often result in male relatives controlling their
online activity.

Promoting equal internet access for women can help narrow gender digital
gaps by increasing access to welfare services, identification (ID), and financial
services and information.

E. Net Neutrality

The concept of net neutrality lays down that every bit of information passing
through the internet should be treated the same. It means that the big
companies that provide the internet should not be allowed to control what
people see or do online.

Net neutrality requires internet service providers (ISPs) and governments to
treat all data equally and without bias towards users, platforms, applications,
content, or devices. This principle ensures all users have access to a fair and
transparent internet free of any kind of discrimination.

Policies related to net neutrality involve addressing problems such as online
content blocking or filtering and prioritising internet speeds based on

16
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commercial agreements. For instance, without net neutrality, ISPs could provide higher
connection speeds to particular websites or throttle access to others. They could even
block access to some material altogether.

India established a strong net neutrality framework between 2016 and 2018. The

Telecom Regulatory Authority of India (TRAI) formulated rules to prevent pricing of data
services based on content. This was to prevent entities such as Facebook and Reliance
Communications dividing the internet into paid and free versions, which would stifle
innovation and free speech. In July 2018, the Indian government enacted rules to stop ISPs
from discriminating against content, including website blocking and content throttling.
TRAI enforces these rules to ensure net neutrality in India.

Time for an exercise!

In March 2020, the Government of India announced a nationwide lockdown
due to the Covid-19 pandemic, which led to closure of schools, colleges and
office spaces, and many people struggled to make a living. While those who
could afford mobile technologies and internet connections benefitted, those
who could not had a hard time. Rural populations suffered the most, not just
due to unavailability of devices but also inadequate internet infrastructure.

What is the basic digital right that all citizens should have?

0 Right to access the internet.

e Right to welfare schemes.

e Right to opportunities.



2. Right to Liberty & Security
on the Internet

Internet security or cybersecurity has a variety of ramifications but at its
very fundamental means to make sure that you, your personal information
and identity are safe when you use the internet. It's very much like locking
your front door to keep your belongings in your house safe; to protect your
personal, valuable documents, and your treasured items associated with
precious memories. What if someone were to enter your house and rifle
through your most cherished possessions, try on your clothes and take away
all your documents?

Access to the internet, to websites and to applications requires personal
data such as email ID, telephone number and a variety of other information.
These are linked to a range of other sensitive aspects such as bank accounts,
Aadhaar numbers and so on. Moreover, phones and computers now contain
travel information, passkeys and other such deeply personal and sensitive
information. If someone gets hold of all this information, it means that they
can not only walk away with all your money, they can also pretend to be you
— and this can cause much harm.




Time for an exercise!

How many email IDs do you have? And what are they linked to? To your
phone number, your bank account, your Facebook account?

Check the strength of your email password on:
h c I ity. how- i

Cybercrime

This new information exchange has led to a new category of crime —
cybercrime, which is defined in India as “any criminal activity which takes
place on or over the medium of computers or internet or other technology
recognised by the Information Technology Act”. However, there is no real
classification of such malfeasance and it includes anything from hacking,
cyber stalking, cyber terrorism, phishing and forgery to counterfeit and
software piracy and crimes related to Intellectual Property Rights.

One way to arrive at a clearer understanding of cybercrime is to look closely
at the ways such crimes are counted and reported. In 2022, according to
Norton, a US-based cyber security firm, India faced 18,000,000 cases of
cyberattack, which means nearly two lakh attacks per day! Over the past

two decades, the National Crime Records Bureau (NCRB) has accounted for
arapid increase in cybercrime with 212,485 cases being reported in just the
first two months of 2022. In Delhi alone, in 2022, there was a 111% increase
in cybercrime; and more cybercrimes were committed in the first two months
of 2018 thanin all of 2016. A third of all cybercrimes committed are against
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women, with their information and personal photographs being released, and
several cases of cyber stalking.

With this sharp escalation in cybercrime, it is important to begin to
understand how the government is laying down the law and how it will be
governed, before we move on to the basics of cybersecurity, its need and
methods.

In India, the sweep of cybersecurity laws and their fightback extends

across several government departments. The Ministry of Electronics and
Information Technology (MeitY) deals with policy relating to IT, electronics,
the internet and related laws. However, it is the Ministry of Home Affairs

that looks after national cybersecurity and it has set up several ‘cyber and
information security divisions’, comprising a cybercrime wing, cybersecurity
wing and monitoring unit. To combat cybercrime, it also established the Indian
Cyber Crime Coordination Centre in 2018. In 2020, the Gujarat police set

up AASHVAST, NETRANG and VISWAS (Video Integration and State Wide
Advance Security Project) as three combined strategies to tackle cybercrime.

Cybersecurity

We have all heard of cases of cybercrime — from ‘phishing’ messages that
tell you that your account will be deactivated if you do not share your bank
account details to receiving calls from unverified numbers asking you to
divulge crucial personal information. There are several cases of young men
being lured by fake profiles of women and then being threatened. The way
the internet has expanded and become all-pervasive has spawned a new set
of problems, and there are several important steps we must take to protect
ourselves online.

Cybersecurity simply translates into protecting oneself online.

Digital Rights are Human Rights: A Ready Reckoner



Safeguards against cybercrime:

Use strong passwonrds

You should have a strong password for your computer or tablet. It can help
keep your information safe.

Don’t share personal information

Just as you do not share your name, address or phone number and bank details
with strangers in the physical world, you shouldn’t do it in the virtual world either.

Be careful what you click on

Just as you are warned not to touch unidentified or unclaimed objects in public
spaces, you should not click on random websites or advertisements on the internet.

Be kind online

Just as you don’t expect others to be rude or mean to you, you too should always
be kind to other people on the internet. Being kind online means treating others
with respect and empathy and refraining from cyberbullying, hate speech,

harassment, etc. Cyberbullying is a cybercrime that hurts other people’s feelings.
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3. Freedom of Expression &
Information on the Internet

Freedom of expression and information on the internet means that people
can say what they want and also share information on the internet, just like
people talk and share opinions, ideas and thoughts easily in the physical
world.

Freedom of expression allows you to say things, share and also search for
information freely not just offline but also on the internet. For example,
if you want to learn about a new game or how to make a new craft, you
can search for that information on the internet and learn new things by
watching videos, scrolling through images or reading an article. This is
freedom of information.

However, sometimes people use the internet to say mean things to
others or to share things that are not true. This can not only defame and
hurt someone’s reputation but also acts as a mechanism to spread false
information. Freedom of expression and information also comes with the
responsibility and duty to respect others’ opinions, ideas and thoughts.

Freedom of assembly is a fundamental right that allows people to come

together and collectively express, promote, pursue, and defend their collective

or shared ideas to the public. Freedom of association concerns the right of
individuals to interact both with other individuals on a one-to-one basis, and




to join with others in formal or informal groups. Associations include a wide
variety of groups, such as social clubs, as well as those involved in social or
political activity.

The internet has helped individuals and organisations to stay in touch

with one another across vast distances. In fact, social media platforms

like Facebook, Instagram, WhatsApp and others have made it easier for
individuals and organisations to support one another and transfer their
collectives and groups in the online world through a variety of online devices.

B. Censorship

Online censorship refers to the control of information and access to certain
content or websites on the internet. Censorship can take place for various
reasons — political, moral, religious or cultural concerns or even to protect
national security, intellectual property or an individual’s privacy.

Sometimes, censorship is done to protect people from things that might be
harmful or upsetting. At other times, censorship is exercised to control what
people think or believe, even if it is not necessarily harmful.

For example, in some countries, the government censors news or social media
that is critical of it or expresses ideas that differ from what the government
wants people to think. This is done to control what people know and believe
about the government and the world.

It is important to remember that censorship can be desirable or not,
depending on the situation. While it is desirable to protect people from
harmful things, it is also important to allow people to express themselves and
to be exposed to different ideas and perspectives.

Digital Rights are Human Rights: A Ready Reckoner
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C. Right to Information

Right to information means that everyone has the right to ask questions and
get answers about things that are important. For example, if you want to
know how a gadget works, you can ask someone who knows or look it up on
the internet. Similarly, one can ask the government about things they want to
know, like how financial decisions are taken or how political processes work
in the country. This helps people learn and understand more about the world
around them, and it also helps ensure everyone is honest and fair.

In India, the Right to Information (RTI) Act is a law that gives every citizen the
right to access information held by the government or any public authority.
This law was passed in 2005 to promote transparency and accountability

in government functioning and to empower citizens to participate in the
democratic process.

Under the RTI Act, any citizen can submit a request to a public authority
seeking information related to their work or functions. The public authority
is then required to provide the information within 30 days, except in certain
cases where the request may be rejected on specific grounds.

However, the implementation of the RTI Act has faced challenges such as
delayed responses, inadequate information, and increasing incidents of
harassment and attack on RTI activists. Nevertheless, the RTI Act remains an
important tool for promoting transparency and accountability in governance
and empowering citizens.

D. Hate Speech and Defamation

Hate speech refers to verbal speech or written text that might be hurtful to a
group of people or people of a particular sex, religion, race, or nationality. This
can be harmful because it can make people feel bad about themselves and
create division among groups of people. Making fun of a person'’s religion or
calling them names because of their skin colour are examples of hate speech.

24
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Defamation means saying or writing things about someone that are not true
and that can affect their reputation. This not only harms their identity online
but can lead to unfair treatment by others. Spreading rumours about a person
is tantamount to defamation.

In India, there have been many incidents of hate speech and defamation.
There have been cases where people have made hurtful comments about
people from different religions, leading to communal tension and violence.
There have also been instances when people have spread false rumours about
politicians or public figures, damaging their reputations.

Time for an exercise!

There'’s a T20 cricket tournament taking place between states. Two state
teams are in the final. A well-known journalist decides to post a true but
unfavourable story about a star batter of one team. The fans of that team
start destroying public property, send threats and hate messages to the
journalist, and also protest outside the journalist’s house.

Do you think the journalist should not have posted the story?

He should have posted the story, as it was true and fact-checked
and as a journalist he was just being honest. Also, under the
Constitution, every citizen of the country is free to express
themselves.

He should not have posted the story.



4. Right to Privacy

Right to privacy online refers to the legal protection over personal
information and data being shared on the internet. It is important because it
helps people have control over their own information and keeps them safe.

Privacy enables the development of autonomy, civil rights, liberties,
freedom and democratic participation. Privacy nurtures the foundation of
our basic rights; therefore, the right to privacy safeguards our democratic
interests. Everyone is entitled to the right to privacy online since it is
intrinsic to us as people. However, privacy rights have been complicated
over time with the changing nature of the information.

People’s right to privacy is at stake as the modern digital technology
network makes a case for formidable surveillance tools, effectively
trespassing on democratic rights. State and non-state actors can potentially
transgress these democratic thresholds in terms of data privacy, data
handling and surveillance.

Internet privacy can be best understood if we think of our own data. This data
could be anything from browser history to online purchase habits. The data

is important because even the most harmless data, like IP address, internet
searches, etc., can be used to identify one or one’s habits.

From what you share on social media to when you allow mobile apps to access



location data, you generate information, leaving a data trail of your own. In
some cases, individuals need to be made aware when they are generating
information, thus losing the chance to have control of how their information is
handled and used.

B. Right to Encryption and Ahonymity

The right to privacy can help shape an internet that evolves and operates in
the best interests of individuals, keeping in mind their human rights. The right
to privacy includes freedom from surveillance, the right to remain anonymous
and the right to use encryption.

Time for an exercise!

Learn how to make a passphrase, i.e., a collection of words or
a sentence instead of a password.

Step 1: Think of a phrase — i love apples Hum honge kamyaab

Step 2: Add some

itali i Love apples Hum Honge kamyaab
capitalised characters ILove app u g y

Step 3: Add some numbers 1 LOve apples Hum HOnge kamyaab

Step 4: Add some
special characters

Step 5: Remove spaces 1LOve@appl3s
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Some important things to keep in mind

Do not share your password with strangers

Do not use any personal information in your passphrase
(name, nickname, important dates, address, etc.)

Do not use common words

Do not use sequences like ‘abcd’ or ‘1234’ or ‘qwerty’, etc.

5. Digital Data Protection

The protection of personal data is crucial, be it online or offline. Most of the
time, one cannot access a website or read a full article without signing up
and creating a profile. This personal data can be easily stored and shared by
the people who run these websites. There are several ways in which personal
data can be misused and compromised:

S Identity theft

Fraudulent acquisition of a person’s personal information such as name,
date of birth, financial details, etc.

Cybercrime

Criminal activities that are carried out on the internet, including identity
theft, hacking, financial fraud, etc.




Online fraud

This includes fraudulent activities that are committed using the internet,
such as scams, credit card fraud and other forms of deception.

Phishing

Use of fake emails and websites to trick people into providing personal
information like login credentials, financial details, etc.

Online tracking

Collection of user data by tracking online activity: websites visited,
advertisements clicked, for the purpose of targeted advertising.

These are just a few ways in which individuals and organisations can misuse
personal data. It is important to take proper measures to protect data in the
first place, such as implementing strong security protocols, using encryption
and ensuring that access to personal data is restricted to authorised
personnel.

Individuals have the right to be informed about how their personal data

is being collected, used and disclosed on the internet. This highlights

the importance of transparent privacy protocols that companies and
organisations must follow, ensuring that proper, informed consent of
individuals is sought before any usage of personal data. They also have an
obligation to allow individuals to exercise control over the usage of the data
thus collected.

The right to protection of personal data recognises that individuals have
the right to know what personal data is being collected, how it is being used,
and who it is being shared with.

India has drafted a comprehensive data protection law, known as the Digital
Personal Data Protection Bill, 2022, which will be tabled in Parliament




soon. The bill aims to provide a legal framework for the protection of
personal data of Indian citizens, and to regulate the use of such data by

individuals, companies and the government.

Under the bill, individuals will have the right to access and correct their
personal data, and can also request its erasure. It also establishes a data
protection authority, which will be responsible for enforcing the provisions
of the bill, and imposing penalties on data controllers who violate the
provisions. This bill is a major step towards protecting the privacy and
personal data of citizens, and ensuring that use of such data is transparent
and accountable.

6. Right to Education About the Internet

The right to education about the internet refers to the fundamental human
right of every individual to receive access to education and information
about the internet. It encompasses the idea that every person should have
the opportunity to learn about the internet, how it works, and how to use
it safely, effectively, and responsibly. It is an essential aspect of promoting
digital literacy and ensuring that all individuals have the skills and
knowledge necessary to thrive in an increasingly digital world.

This right acknowledges the critical role of the internet in our daily lives,



especially in terms of communication, information access, and digital
literacy. As the internet becomes increasingly ubiquitous, it is essential that
individuals have the skills and knowledge necessary to navigate it, protect
their privacy and security online, and use it safely to improve their lives.

This right is particularly important for vulnerable and marginalised
populations, such as children, the elderly, and individuals from low-income
or underrepresented communities, who may have no or limited access to
the internet. The right to education about the internet is also about bridging
the digital divide, increasing digital literacy and promoting greater equity in
access to information and opportunities.

Digital literacy refers to the ability to use technologies, tools and resources
effectively to access and communicate information through various digital
formats. Basic skills such as computer literacy, online communication,
online safety and security fall under this category. It is a critical skill for
navigating the internet and is essential for individuals to participate fully in
modern society. The right to education about the internet also ensures that
individuals have the training necessary to develop their digital literacy skills.

As the internet has become more prevalent, the amount of personal
information shared online has increased. However, many individuals are not
aware of the risks associated with sharing personal information online, and
do not know how to protect themselves from identity theft, cyberbullying,
or other online threats. Access to education about the internet can help
individuals understand the importance of protecting their privacy online
and provide them with the tools necessary to do so.

Additionally, the right to education about the internet is essential for
promoting social and economic development. As the internet has become

anincreasingly important tool for communication and commerce, digital

literacy has become a critical skill for employment and economic success.
Education on internet use can provide individuals the skills necessary to




participate in the digital economy and access new opportunities for social
and economic mobility.

Though the right to education about the internet is not recognised as

a fundamental right under the Constitution, several initiatives by the
government and non-governmental organisations aim at promoting digital
literacy and education about the internet. As part of the Digital India
programme, launched by the government in 2015 to promote digital literacy
and education in the country, initiatives have been started such as the
Digital Saksharta Abhiyan (DISHA) scheme, which provides digital literacy
torural Indians. Non-governmental organisations have launched several
programmes aimed at promoting digital literacy such as the Internet Saathi
programme, launched by Google, which provides literacy to rural women.

Digital literacy is crucially linked to the Right to Education, enshrined as a
fundamental right in Article 21A of the Constitution. During the Covid-19
pandemic, around 250 million students were affected by institutional
closure, according to a report by the Observer Research Foundation (ORF).

When online classes were launched, the situation was comparatively better
for children living in urban areas but rural populations were deprived due to
lack of device accessibility and proper internet connectivity. [ORF, 2021]

Education is essential for individuals to develop to their full potential and,
even post-pandemic, the online mode of education is increasingly important
in India for a number of reasons:

Firstly, India has a large population and it is difficult to provide traditional
education to every individual due to economic constraints. Online education
provides an opportunity for people from remote and economically backward
areas to access education and improve their lives.

Secondly, online education has opened up the possibility of continuing
education even when schools and colleges are shut, as happened during




the pandemic. This has highlighted the need for a robust online education
infrastructure in India.

Thirdly, it will help bridge the gap between urban and rural education. There
is a significant disparity in the quality of education in urban and rural areas.

Fourthly, online education will also help in skill development and vocational
education. With the increase in demand for skilled workers, online education
can provide courses or training to develop skills.

7. Right to Culture & Access to Knowledge

The internet has revolutionised the way we access and share information,
and it has had a profound impact on our cultural world. Cultural activities
and access to knowledge online are closely related. Here are some ways in
which the two are interrelated:

Presenrvation of culture

The internet has made it possible to preserve and share cultural
knowledge online. For example, museums and cultural institutions can
digitise their collections and make them available online, which helps to
preserve them for future generations. Similarly, traditional knowledge,
such as indigenous knowledge, can be documented and shared online,
which helps in conservation.




Diverse perspectives

The internet provides access to diverse perspectives and knowledge
from around the world. This can help to promote understanding and
appreciation of different cultures and traditions. For example, online
forums and social media platforms can bring together people from
different cultures and backgrounds, providing opportunities for cross-
cultural dialogue and learning.

Democratisation of knowledge

The internet has democratised access to knowledge, making it accessible
to people who may not have had access to traditional education. This can
help to promote cultural diversity and inclusivity, as people from different
backgrounds can access information and knowledge that may have been
previously unavailable to them.

Promotion of cultural exchange

The internet has made it easier to share cultural knowledge and
exchange ideas across borders. This can bolster cultural exchange
and understanding, as people can learn about different cultures and
traditions from around the world.

For all these reasons, it is important to demand the right to culture and
access to knowledge online. This refers to the principle that individuals and
communities have the right to participate in cultural life and access cultural
goods and services in the digital space. It encompasses the ability to create
and share cultural content, access information about different cultures, and
participate in cultural activities online.

It would also include accessing information and knowledge freely and
without hindrance through the internet. It informs the ability to access
educational resources, research materials, scientific findings, and other
forms of knowledge that are available online. It promotes social, economic




and cultural development, as access to knowledge is a key driver of
innovation, creativity and progress.

India is a multilingual country with 22 official languages and a plethora of
regional languages and dialects. The right to use one’s own language online
is recognised and protected under the Constitution, which recognises the
right of every citizen to communicate in their mother tongue and promotes
the development of regional languages. These are some of the initiatives
taken by the government to promote use of one’s own language:

— In 2016, the government launched the Bharatavani project, which
aims to create a digital platform for Indian languages and to provide
language technology tools and resources to enable the use of Indian
languages on the internet.

— The National Education Policy 2020 emphasises the importance
of promoting multilingualism and the use of regional languages
in education. The policy recognises the need to use technology to
promote the use of regional languages online.

— The Information Technology (Intermediary Guidelines and Digital
Media Ethics Code) Rules, 2021 govern the regulation of digital
content, mandating that social media intermediaries must provide
users the option to use their preferred language.

Effective realisation of the right to use one’s own language online is still a
challenge. The digital divide between urban and rural areas, limited access

to high-speed internet, and the lack of standardisation of digital language

tools and resources pose significant barriers to the use of Indian languages
online.




Time for an exercise!

8. Rights of Children & the Internet

Access to the internet is an essential component of modern life, and
children have aright to benefit fromit. In India, access to the internet is

becoming increasingly important for children, as more and more services
are shifting to the digital space. While the internet provides many benefits
to children, it also exposes them to several risks such as cyberbullying,
online predators, and inappropriate content.

Here are some tips to ensure online safety for children:
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Monitoring online activity

Keep an eye on what your child is doing, and have access to their accounts
and passwords.

Phishing
Teach children about online safety, including how to protect their

personal information, how to identify and avoid scams, and what to do if
they encounter cyberbullying or online predators.

Online tracking

Use parental control software to block inappropriate content and limit
their access to certain websites.

Online safety for children is an ongoing process that requires diligence and
constant communication. By staying informed and involved in your child’s
online life, you can help ensure their safety and well-being in the digital
world.

In India, children are protected by several laws and policies that work not only
in the physical world but also apply to the online world:

Protection from online abuse and exploitation

The Protection of Children from Sexual Offences (POCSO) Act, 2012,
and the Information Technology (IT) Act, 2000, protect children from
online abuse, harassment and exploitation. The IT Act has provisions for
punishing cyberbullying, stalking, and child pornography.

Right to privacy
The right to privacy is enshrined in the Constitution of India, and the data
protection bill further strengthens protection of children’s privacy online.




@ Right to education

Free and compulsory education.

4D Right to access information

Indian citizens are legally entitled to have access to and receive
information and data from the internet. The Right to Information Act,
2005 and the National Information Policy, 2021 promote transparency
and accountability in governance and public institutions.

Right to panrticipate

The National Policy for Children, 2013, recognises the importance of
children’s participation in decision-making processes that affect their
lives, including online activities.

Child-friendly online platforms

The government has issued guidelines for social media platforms, search
engines and other online services to ensure that they are child-friendly
and safe. For example, the Ministry of Electronics and Information
Technology (MeitY) has issued guidelines for social media platforms to
prevent spread of fake news, hate speech and misinformation.

Child helplines

The government has set up child helplines and counselling services to
provide support to children who may face online abuse or other forms of
harm.

There are many ways in which children benefit from the internet — from
accessing educational resources, news and current events, to socialising
and creative expression. Children have a right to benefit from the internet
but it needs to be balanced with the need to protect them from harm.




Time for an exercise!

Which is India’s helpline number for children?

9. Right to Work Through the Internet

The right to work through the internet is a relatively new concept in India.
However, it is gaining currency as more people are working remotely or

using digital platforms to earn a living. The government has recognised the
potential of the internet to create new opportunities for employment and
entrepreneurship and has taken several initiatives to promote online work.

Digital India Campaign

The key objective is to promote e-commerce and digital entrepreneurship.



<& Pradhan Mantri Mudra Yojana

Provides loans for micro-enterprises and small businesses, including
those that operate online.

Social Security Code

The government is working to address concerns over the working
conditions and rights of those who work online, especially in the gig
economy, by formulating policies and guidelines that protect the rights of
online workers. One such is the recently introduced Social Security Code,
which extends security benefits to gig workers.

Time for an exercise!

Name the web-based portal developed by the government
to create a national database of unorganised workers in
order to extend social security benefits to gig, platform
and contract workers.
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10. Right to Legal Remedy / Fair
Trial for Actions Involving the Internet

The right to legal remedy and fair trial is a fundamental human right that
applies to actions involving the internet as well. This right includes access to
justice, the right to be heard before an impartial tribunal, the presumption
of innocence, and the right to a fair and public trial. Individuals who are
accused of illegal activities on the internet, such as cybercrime, have the
right to be informed of the charges against them, the evidence presented,
and to have the opportunity to defend themselves.

This right also includes the right to legal representation and to cross-

examine witnesses. In cases involving the internet, it is important to ensure
that the principles of fairness and due process are upheld, especially given
the unique challenges that arise in digital environments.

This includes ensuring that evidence is properly obtained and
authenticated, and that the rights of both the accuser and the accused are
respected. Ultimately, the right to legal remedy and fair trial is essential for
protecting the rule of law and ensuring that justice is served.



Best Practices

Duties and Responsibilities
on the Internet

Understand your rights and responsibilities online:

Internet users should be aware of their online rights and responsibilities
in order to ensure a safe and responsible digital environment for all.

Act in a safe and responsible manner:

Digital citizens have the responsibility to use digital technologies in a
safe and responsible manner, and to avoid interfering with the rights of
others.

Know what to do in case of rights violations:

Internet users should be aware of what to do in case their rights are
violated or when other users’ rights are being violated online.

Show accountability for online behaviour:

Digital citizenship involves personal accountability for how individuals
apply technology to digital relationships, activities, and personal goals.
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Prevent cyberbullying:

Digital citizens should take responsibility for policing communications,
creating content, and protecting themselves against abusive
relationships in the online environment.

Prioritise internet safety:

Personal safety should always remain a priority in the digital realm, and
sensibility should guide digital relationships to prevent cyber threats,
cybercrime, and youth-related risks.

Practise netiquette:

Digital citizens are responsible for learning internet lingo and
appropriate times and places for its application to promote reasonable
understanding and professional appearance.

Report offenders:

Reporting offenders is an important aspect of digital citizenship,
especially when their online behaviour is harmful or illegal.

Combine regulations, pressure, and personal codes:

Combining government regulations, peer pressure, business regulators,
moral policing, and personal codes can create a system of reasonable
internet behaviour.

Promote just and fair participation:

Digital citizens have an obligation to maintain the integrity of the internet
community, and promoting just and fair participation mechanisms where
users’ powers are distributed optimally is a key responsibility.
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Answer Key

Exercise 1:

1. Right to access the internet.

Exercise 3:

A. He should have posted the story, as it was true and fact-checked and as a
journalist he was just being honest. Also, under the Constitution, every citizen
of the country is free to express themselves.

Exercise 5:
A. Yes.

Exercise 6:

A. 1098.

Exercise 7:

e-Shram — https://eshram.gov.in
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Additional Resources

e https://digitalindia.gov.in/
e https://eshram.gov.in/

e https://cybercrime.gov.in/
e National Education Policy, 2020, Ministry of Education, India

e National Policy for Children, 2013, Ministry of Women and Child
Development, India

e The Charter of Human Rights and Principles for the Internet, 2014, Internet
Governance Forum, United Nations

o APC Internet Rights Charter, 2006, Association for Progressive
Communications

Helpline Numbers

National Police Helpline Number: 112
Local Police Helpline Number: 100
National Women Helpline Number: 181
Cyber Crime Helpline Number: 1930
Child Helpline Number: 1098
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